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I found this year’s update to be surprisingly similar to last year’s update (stable, sustainable, steady).

In general, the County continues to mature leveraging technology, solutions/frameworks, and all the 
investments made over the past few years. 

There hasn’t been significant changes over the last year, most transformational effort were initiated over the last 
two years. I would qualify our last years efforts as ‘maturing’, where IT continued to engage investments in 
security and Core strategy. The result is an evolving and maturing organization that is:
• IT is aligned with industry proven frameworks and operational best practices.
• IT is sustainable with capital management, augmented expert support, and a motivated and professionally 

developing team of professions.
• IT is strategic with innovations in business automation, collaboration frameworks, multi-cloud and business 

intelligence/augmented intelligence services.
• IT is secure, with business continuity efforts and disaster recovery plans.

DIRECTOR’S NOTE
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In a Nut Shell
We are a Cisco, Microsoft, VMWare operation, following industry standards and practices. With a goal to remain aligned with the IT industry as it changes, 

remaining sustainable, strategic, and valued. 
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•Overview

•Sustainable

 
•Valued

•Strategic

•What we do:
 Follow industry capital management programming on all equipment
 Follow best practice for continual software maintenance
 Follow operational best practices with supplemented resources to accommodate defined SLAs, talent management, resource availability / retention, and 

continual operational improvement
 Follow competitive IaaS practices to accommodate continual growth in data storage and computing needs
 Follow appropriate SaaS use to support continual functional development of solution frameworks supported by IPaaS
 Follow best practices in systems, data, and network security with regular review
 Follow established best practices supporting ITIL operations, data retention, business continuity, and change management
 Maintain regional and national vendor relations to provide expertise in support of all IT frameworks
 Provide ‘Good Neighbor’ services to other local governments

4

1284 Users 1334 Clients 305 Servers 139 network switches

Many-many applications 2 data centers 

(Fillmore/Grand Haven)

VoIP telephony 24/7 support

Governance (TAG) Transparent - Published Litigation-FOIA

Microsoft-Cisco-VM 
(Mainstream COTS)

Talent on premise, local, 
and national support.

ITIL – Best Practices SLA 

(Meeting and Maturing)

Aligned with the industry 
(industry driven)

5% Turnover

(Normal)

DR to Muskegon County Response – Resolution

(SEV 30m/2h IMAC 8h/*)- Escalation

$4.4M Operation 3.7% of County Budget $3.2M equipment
Allocated based on use 
(enhance 2020)

Comparable benchmarks – 
spending and performance

Hardware capital 
management

88% Departmental Approval 

(Survey)

Balanced Cloud/Premise SaaS

45% of all Solutions

IaaS 

5% File Stores, Backup/DR

Secured
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IT OPERATIONS

The Department transparently publishes all requests for service as well as project priorities. 

IT has adopted and published a series of best practices that inform County users of how we 
perform daily tasks. 

IT has also adopted Service Level Agreements (SLAs) to reflect detailed service delivery 
categories, with responsiveness expectations, as well as resolution goals. 

The Technology Strategic Plan has also transformed to a ‘living document’ updated into this 
Annual Report, that is regularly updated and continuously shared online. 

The result of these changes is a very agile operation, transparent in all activities. 
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IT OPERATIONS

County IT is built on a ‘stack’ of 
proven solutions and technologies. 

This foundation is initially built on 
Microsoft, Cisco, VMWare solutions. 
These suits of tools are all designed 
to work together and support most 
of our IT operational needs (servers, 
storage, and telecommunication) 
and also frame the office 
automation, collaboration, and 
enterprise content management 
needs. 

The Stack also includes a few key 
frameworks shared by the entire 
organization supporting GIS (ESRI) 
and Document Workflow 
Management (OnBase).

Built on top of the Stack are 
standard ‘swim lanes’ of solutions 
these include our ERP (Tyler Munis) 
and several BS&A products.

Industry Alignment
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IT OPERATIONS

Ottawa County IT continues to 
develop partnerships with supported 
townships, GIS partners, other local 
governmental units such as Kent 
County, Muskegon County, and City 
of Grand Rapids.

IT provides cloud hosting and 
supports applications and 
equipment for 9 local governmental 
units and provides GIS support for 
23.

Reaching out to other local 
government IT departments, such as 
Kent County and City of Grand 
Rapids, is also a benefit in sharing 
best practices, knowledge and 
experiences.

IT continues to develop new 
relationships with vendors, both 
regional and national.  We rely on 
these partnerships to supplement 
our knowledge, augment our staff as 
needs arise, and assist with new 
technology initiatives.

Partners

•18 devicesBlendon Township

•13 devicesChester Township

•28 devicesCity of Ferrysburg

•7 devicesPolkton Charter 
Township

•8 devices
Coopersville -
Polkton Fire 
Authority

•50 devicesPark Township

•16 devicesPort Sheldon 
Township

•44 devicesSpring Lake 
Township

•12 devicesSpring Lake Village

Blendon Twp

Chester Twp

Georgetown Twp

Grand Haven Twp

Holland Twp

Jamestown Twp

Olive Twp

Park Twp

Robinson Twp

Spring Lake Twp

Spring Lake Village

Tallmadge Twp

Wright Twp

Zeeland Twp

City of Coopersville

City of Ferrysburg

City of Grand Haven

City of Zeeland

City of Grand Rapids

OCRC

Holland BPW

IT Supported Local Units GIS Partners
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CUSTOMER SERVICE

The IT department strives to create provide positive customer interactives, and provide service in a timely, and professional manner.  The IT Support 
team, which includes the IT Service Desk, is the customer-facing element of the IT department.  Employees can contact the IT Service Desk by 
phone, email, or by submitting a ticket through our portal.  The team provides after-hours support through an on-call rotation for business-critical 
after-hours issues with no workaround.

This team is also responsible for the purchase and deployment of end-user IT equipment, such as computers, monitors, printers and scanners.  The 
County does an annual refresh of computers, laptops and desktops, that will be over 4 years of age during that budget year.  In a typical year, we 
replace an average of 400 computers per year.  Through careful planning and anticipating FY25 needs, our inventory of new equipment was 
sufficient to finish all FY25 refreshes on time. 
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IMPROVEMENT PROJECTS
The following projects represent strategic efforts aligned to remain sustainable and strategic.
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IMPROVEMENT PROJECTS

Infrastructure/Telecom/Security Projects
The department has made significant improvement with a robust security 
posture.  Some of the assistance provided by the department during the 
past year include:

MDM (Mobile Device Management)- The Infrastructure Team has 
rolled out tow mobile device management platforms.  Jamf for Apple and 
Microsoft's Intune for Android devices. The purpose of Mobile Device 
Management (MDM) is to secure, monitor, and manage mobile devices 
that connect to Ottawa County's network. This protects sensitive County 
data by enforcing security policies, and allows IT administrators to 
remotely configure devices, deploy applications, and remotely wipe a 
device if it is lost or stolen

MFA for M365– To strengthen the security of our Microsoft 365 
environment, DUO Multi-Factor Authentication (MFA) has been 
successfully rolled out across all departments. This initiative adds a critical 
layer of protection to Outlook, Teams, OneDrive, SharePoint, and other 
M365 services—especially when accessed outside of trusted network 
locations.

By requiring a second form of authentication, DUO MFA significantly 
reduces the risk of unauthorized access, even if a password is 
compromised. The rollout supports our broader cybersecurity goals and 
compliance requirements, while ensuring a consistent and secure user 
experience across the organization

Cisco DUO MFA at Windows login  – The Infrastructure Team 
developed a new process for the Sheriff and Courts to meet the new CJIS 
compliance rules for access to criminal justice information.  As opposed to 
setting MFA in-front of all the applications that these departments use, we 
decided to protect the actual login to the PC that has access to those CJI 
applications.  Users can utilize the DUO app or a security token for MFA 
access into the device.

Crowd Strike - County IT is implementing CrowdStrike 
Falcon across all supported local units to strengthen 
cybersecurity and protect against modern threats. The rollout 
includes installing the Falcon Sensor on endpoint devices, 
applying standardized security policies, and centralizing 
monitoring through CISA's security team. Local units will 
benefit from real-time threat detection, faster incident 
response, and improved resilience against cyberattacks. 
Training and support are being provided to ensure a smooth 
transition and consistent protection across the county.

Automox- The County Infrastructure Team is rolling out 
Automox to all local units to centralize patching, software 
updates, and configuration management. We’re installing the 
Automox agent on endpoints, applying standardized policies, 
and managing compliance from a single cloud console. This 
will accelerate vulnerability remediation, ensure consistent 
device configurations, and provide clear reporting for each 
unit. Training and support are included to ensure a smooth, 
low-disruption transition.
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IMPROVEMENT PROJECTS

Infrastructure/Telecom/Security Projects continued

Microsoft Endpoint Configuration Manager- The County IT Team is 
replacing Ivanti End Point Manager with Microsoft Endpoint Configuration 
Manager and Microsoft Intune to modernize device management, improve 
security, and simplify support across Windows, macOS, and mobile devices. 
This change will enable more consistent patching, better policy enforcement, 
and streamlined application deployment while providing enhanced visibility 
and reporting.

Cisco Catalyst Center- The Infrastructure Team is deploying Cisco 
Catalyst Center to centralize network management, strengthen security, and 
improve service delivery across county networks.
What this delivers

•Centralized management for all wired and wireless devices, 
reducing manual tasks and configuration drift.
•Automation and faster provisioning so new sites and devices 
come online quicker and consistently.
•AI-driven monitoring and diagnostics to speed root-cause 
analysis and reduce mean-time-to-repair.
•Stronger security and policy enforcement (supports Zero Trust 
controls and simplified threat containment).
•Better user experience and capacity planning through analytics 
for Wi-Fi coverage, application performance, and scaling needs.

Sunsetting Platforms- As part of our ongoing efforts to 
optimize County IT operations, we are initiating the sunset of 
select security tools that overlap in functionality. This 
strategic move is aimed at reducing redundancy, improving 
integration, and lowering operational costs—while 
maintaining a strong security posture..

Tabletop cyber exercises - Participating in a cyber 
incident tabletop exercise offers a valuable opportunity for IT 
and cross-functional teams to enhance our collective 
response capabilities. It helps us:
Identify gaps in our current incident response plans
Clarify roles and responsibilities across departments
Improve communication and coordination during high-
pressure scenarios
Build confidence in our ability to respond swiftly and 
effectively to real-world threats
This proactive approach not only strengthens our technical 
resilience but also fosters a culture of preparedness across 
the organization.

Community Outreach - Our IT team is excited to be 
engaging with students from the Careerline Tech Center’s 
networking program. By offering guided tours of our 
infrastructure and hosting informal sit-down conversations, 
we’re helping students connect classroom learning with real-
world applications. This initiative not only supports career 
exploration but also strengthens our ties with the local 
community and inspires the next generation of tech 
professionals.
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IMPROVEMENT PROJECTS

Infrastructure/Telecom/Security Projects continued

Merit/Spectrum Internet Service Providers (ISP) –To meet the increasing 
demands of cloud-based platforms and ensure seamless access to Software as a 
Service (SaaS) tools across departments, the County has upgraded its internet 
capacity. Merit bandwidth has been expanded from 1GB to 3GB, and Spectrum 
has increased from 500MB to 1GB. These enhancements are part of our broader 
infrastructure modernization efforts outlined in the FY2025 Infrastructure Annual 
Report
.
This investment ensures that our workforce can continue to operate efficiently and 
securely, especially as we adopt more cloud-native services and 
remote collaboration tools.

On-Premise calling moving to the cloud - Our IT and Telecom teams 
are successfully transitioning departments from Cisco’s on-premise calling system 
to Cisco Webex Calling, a cloud-based solution that aligns with our modern 
communication needs.

This move brings several key advantages:
Increased flexibility for remote and hybrid work environments
Simplified management through centralized cloud administration
Improved reliability and scalability without the limitations of on-site hardware
Enhanced integration with collaboration tools like Webex Meetings and Teams
This upgrade supports our long-term strategy to modernize infrastructure and 
improve service delivery across departments.
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IMPROVEMENT PROJECTS - Infrastructure Team

Infrastructure refresh

The Infrastructure Team, in partnership with our trusted 
vendor Sentinel Technologies, has successfully completed a major 
refresh of our core network infrastructure. This project included the 
replacement of switches, routers, and voice gateways, ensuring our 
systems are modern, secure, and scalable

These upgrades not only improve performance and reliability but 
also position us for future growth and cloud integration. The 
collaboration with Sentinel has been instrumental in delivering this 
project on time and with minimal disruption to County operations.

EDR/MDR replacement

As part of our ongoing commitment to strengthen infrastructure 
security and operational resilience, we are transitioning to a modern 
Endpoint Detection and Response (EDR) solution across all endpoints 
and servers. This upgrade aligns with our FY2025 infrastructure 
modernization strategy and supports our broader goals of improving 
threat detection, response capabilities, and system visibility.
The new EDR platform will provide:
• Real-time monitoring and automated threat response
• Enhanced protection for remote and hybrid work environments
• Centralized management and reporting for IT and security team

 

Data Center Refresh
The Infrastructure Team, in collaboration with selected vendor, 
People Driven Technology, has successfully led a major data 
center consolidation and refresh initiative. This project addressed 
aging infrastructure by replacing end-of-life equipment and laying 
the groundwork for future cloud integrations

These efforts not only modernize our core systems but also 
enhance performance, security, and scalability—ensuring our 
technology environment is resilient and ready to support County 
operations well into the future.
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IMPROVEMENT PROJECTS

Microsoft Office 365 project was completed in 
2021. All users now are operating on one version 
of the Microsoft Office software.  They have 
access to use these tools from anywhere and 
from any computer. County users continue to 
leverage-grow with these tools.

Collaborate: With tools such as OneDrive and 
Teams, County employees are creatively sharing 
information, using workspace chat, video 
conferencing, and file storage.   Microsoft Teams 
has been used extensively to collaborate and 
hold virtual meetings.  

Sharing: SharePoint is being used to create 
internal operational websites (Intranet) where 
business units are storing, organizing, and 
sharing information/documents.

Microsoft Office 365 and SaaS

Software as a Service (SaaS) is a form of cloud 
computing - the on-demand availability of computer 
system resources, especially data storage and 
computing power, without direct active 
management by the user.

The County has embraced a strategy that adopts 
both cloud computing and on-premise computing 
benefiting from both and improved flexibilities.

To the Cloud
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IMPROVEMENT PROJECTS (Applied Tech)

Justice System Conversion Projects:

Justice Information System (JIS) Conversion
The IT Department successfully completed the JIS conversion from the AS400 Case Management System (CMS). Both 
Circuit Court (TCS) and District Court (DCS) are now utilizing the State-provided API to extract financial transaction data 
from JIS into .CSV format, which is then imported into the MUNIS financial system.

The County is leveraging an iPaaS (Integration Platform as a Service)
solution to modernize and streamline the exchange of financial 
transaction data from the State JIS systems—DCS (District) and TCS 
(Circuit)—into MUNIS. By automating these workflows through a 
centralized, cloud-based integration platform, we can eliminate dual 
entry, reduce manual errors, and accelerate reconciliation and reporting 
processes. This approach strengthens data accuracy, transparency, and
consistency across both courts while reducing the administrative burden
on staff. In the long term, the iPaaS framework provides a scalable and 
secure integration model that ensures financial data flows reliably 
between justice and financial systems, supporting greater operational 
efficiency throughout the County.

Karpel (Prosecuting Attorney's Office) Software: 
In addition, IT continues to work with the Prosecutor’s Office to migrate the remaining AS400 data into the 
new        Karpel case management system. Once this final phase is complete, no county departments will rely on the 
AS400      as their system of record. This milestone will allow for full system deprecation, streamline 
infrastructure               management, and further modernize the county’s technology environment.
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SOLUTIONS ANALYSIS (Microsoft CoPilot) (Applied Tech)

Microsoft Copilot for Office 365​ (Department Users)
In 2025, the Innovation and Technology Department began deploying 
Microsoft Copilot across the county’s Microsoft 365 environment. 
Copilot leverages artificial intelligence to support employees directly 
within Outlook, Word, Excel, Teams, and other Microsoft applications, 
enabling capabilities such as automated document drafting, data 
analysis and summarization, meeting preparation, and streamlined 
information retrieval. The deployment is being carried out in alignment
with county security, privacy, and compliance requirements to ensure 
that all AI-driven productivity enhancements operate safely and remain
within the county’s secure infrastructure.​

Initial pilot testing has focused on evaluating how Copilot integrates into existing workflows and identifying 
measurable improvements in efficiency, accuracy, and knowledge management. As testing continues, the insights 
gathered will guide future rollout phases, inform employee training and governance practices, and support broader 
digital-transformation initiatives throughout county operations.​

Copilot Studio ​ (Backend IT)
Ottawa County IT is currently testing Microsoft Copilot Studio to enhance
data retrieval from key County systems for reporting, FAQs and dashboard
displays. The platform allows the team to build secure, AI-powered workflows
and custom copilots that can automate data retrieval, streamline report
generation, and reduce manual effort. Insights from this testing phase will
help determine how Copilot Studio can be integrated into existing county
systems to improve accuracy, efficiency, and overall reporting capabilities.

AI- Microsoft Copilot:
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SOLUTIONS ANALYSIS (Legacy System Deprecation) (Applied Tech)

Deprecation of Legacy Systems:

After more than 30 years of service, the County is deprecating its AS/400 system, which has long hosted critical justice 
data along with several other departmental applications. While the platform has been a reliable cornerstone of 
County operations for decades, its aging architecture, limited supportability, and lack of compatibility with modern 
integration and security standards have prompted the transition. With core justice data now migrated into JIS (the 
State’s Case Management System), Karpel (the Prosecutor’s Office software), and other modern justice platforms, the 
retirement of the AS/400 marks a significant milestone in modernizing the County’s technology environment and 
improving long-term maintainability, security, and operational efficiency.

Other systems scheduled for deprecation include the Justice Suite calendaring tool used by the Prosecutor’s Office, 
which will be replaced with a WebTecs application. In addition, the Central Directory service used to authenticate 
WebTecs-developed applications will also be retired as we work with WebTecs to implement a modern authentication 
solution to replace the existing directory.
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SOLUTIONS ANALYSIS (Legacy System Deprecation) (Applied Tech)

Document Imaging System OnBase:

• Implemented Mailbox Importer module – Automated the import of documents received via email 
directly into OnBase, reducing manual handling, minimizing processing delays, and ensuring documents 
are accurately routed to the appropriate workflows.

• Expanded use of Advanced Capture and OCR – Leveraged Optical Character Recognition (OCR) and 
advanced capture technologies to extract data from scanned documents and electronic files, significantly 
reducing data entry errors and freeing staff time for higher-value tasks.

• Integrating OnBase with SharePoint – Currently developing integration between OnBase and 
SharePoint to improve document sharing and collaboration across departments, allowing seamless 
access to content while maintaining centralized records management.

• Continual improvement of department workflows – Ongoing review and optimization of 
departmental processes to streamline operations, enhance 

   efficiency, and ensure consistent application of best practices
   throughout the organization.
• Implementation of Identity Provider (IDP) server – 
   Modernizing authentication and access management by 
   implementing an IDP server, enabling secure single sign-on
   (SSO), improved user provisioning, and stronger compliance
   with security policies.
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Geospatial Insights 
& Solutions (GIS)

• The following are the highlights from this fiscal year:

• On behalf of the Ottawa County Equalization Department, 
we upgraded the Parcel Fabric from version 1 to version 
5. This upgrade provides a more robust data model and  a 
better editing experience in ArcGIS Pro.

• Added an enhanced pop-up to Property Mapping using 
Arcade Expressions that allows for a deeper connection to 
other data layers.

• Created a public application to view Parcels that fall within 
the EGLEs (Department of Environment, Great Lakes, and 
Energy) Critical Dunes and High-Risk Erosion Zones.

• Snow Route editing was added for the Ottawa County Road 
Commission to use for their upcoming winter operations.

18
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IMPROVEMENT PROJECTS

County employees continue working wherever 
they are and collaborating leveraging Microsoft 
Teams and SharePoint.

Experts predict this flexibility working from any 
device at any location bring unexpected 
operational and resource management 
benefits.

Virtual Workforce 
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IN PROGRESS PROJECTS
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RISKS
The evaluation of risks is a key part of remaining operational sustainable. 
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RISKS

Security Threats: Security threats continue to be in the forefront of our risks, involving both 
malware with very complex-pesky crypto locker file encryption and ransomware events 
(which have infected local West Michigan governments), online disruption of services attacks 
(which also have become regular occurrences to local West Michigan governments) 
originating from such places as Poland/Ukraine/Africa. I share these observations to show 
that we (Ottawa County) are not isolated from the world around us. 

What are we doing: The County leverages certified professionals to evaluate and remediate 
our security profile. This involves a great many improvements from continuous online 
monitoring, patching, network segmentation and network access controls, but this also 
involves continuous efforts in security awareness training. 
More advanced companies are introducing AI-based protection systems to be able to 
contain any such attacks introduced by a next-generation of tech. I am watching to see how 
these new systems might benefit the County – especially as we engage IaaS (Infrastructure as 
a Service), SaaS (Software as a Service), and IoT (Internet of Things). 

Security and More Security

Data Protection: The policies and practices to protect the privacy of 
data come in a close second on our list. With regulation continuously 
advancing, IT operations need to consider data protection 
advancements before any regulations are even enacted. My personal 
information has been on the dark web for years. This was the result of 
security breach between the State of Michigan and a local West 
Michigan government – not though the nefarious action of foreign 
agent. Information was exposed, captured and unemployment benefits 
were issued via a debit card to a location in Florida.  I share this story to 
show that identify theft doesn’t always show up on a credit report or as 
an unwanted credit card purchase. 

What are we doing: This area requires constant perseverance. I 
encourage anyone handling personal information or really any 
information to ask questions, especially in the area of information 
sharing outside of our networks.

Multi-cloud Security: For many years Ottawa County has relied primarily on 
on-premise IT operations – in my opinion the County has missed out a vast 
array of capabilities in the cloud. Not that I’m promoting a cloud-first 
strategy, but rather a balanced on-premise/off-premise operation where 
capabilities and capacities make sense. This evolution of IT presents a number 
of challenges; more reliance on Internet access and securities, experience in 
setting up and administrating single sign-on operations, encryption 
technologies, data collaboration practices, cloud-agnostic security platforms, 
and even iPaaS (Integration Platform as a Service). 

What are we doing: The IT team is setting up ADFS (Active Directory 
Federated Services) – a Microsoft single sign-on solution that allows our user 
security practice to be shared to many SaaS frameworks. We are working with 
our security team to assure cloud engagement is solid-compliant-sustainable. 
IT is also researching iPaaS as a means to stitch data integration-interface 
needs between software solutions going forward. Keep in mind we are only 
on number 4 here – this is a lot to take in and resulting in a lot of change. The 
proposed engagement of Microsoft Office 365 alone impacts multi-cloud 
security operation alone.
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RISKS

Talent Management

Having technical expertise available when you need it is a challenge 
throughout the IT industry.  The IT industry continues to be in negative 
unemployment and will remain so for decades – there simply isn’t enough 
talent to go around. The technical skills needed today are also far different 
then those 10 years ago – or even last year. IT skills have gone into 
specialties – such as network security. 

The ability for the County to build and sustain specialized talent has been 
overcome through a strategy of professional service management to 
supplement and have a greater depth and array of talent which we could 
otherwise not maintain. The County's IT operation now has augmented 
experts under contract to support all major technical-operational 
frameworks, and the added value of broader experience and even resource 
availability bolsters operational sustainability going forward.

Pace of Change
• The 2018 CIO survey shows there is no doubt in CIOs’ minds that their 

workload will continue to accelerate. The majority of CIOs are 
suggesting fatigue: 48 percent said they were concerned about their 
ability to keep pace with the change required.

Innovation and Digital Transformation: The pace of change in 
innovation is tremendous, the feeling that if you don’t evolve and 
transform means you are losing ground has some merit. The County is 
actively leveraging all technologies to effect change. In short, we now have 
access to Artificial Intelligence: IoT, application in security, voice interactive 
response, knowledgebase development, block chain, oh my. But where, 
how, who, what is the business impact, will it work and remain sustainable? 
IT believes this all begins with (BI) business intelligence – making informed 
data driven decisions, deep algorithm data analysis will follow. This area 
also requires proactive thought on data and operational governance.
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